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Introducing
the

IT Consultant



Experience, Expertise
Background: Electrical Engineering Faculty, Polytechnic Institute of Bucharest (graduate studies, 1992)

Major 

experience:

Banking

What (highest):

Chief Audit 

Executive

Manager of:

55 people

(2001)

Fields:

Financial Auditing

IT Auditing

Experience duration:

Financial Auditing: 11 years

IT Auditing: 12 years  

Personal projects:

(i) System administrator

(ii) Digital assets 

trading (with self 

created bot).

Certifications:

CIA (Certified Internal Auditor) 

www.theiia.org

CISA (Certified Information 

Systems Auditor) 

www.isaca.org

Hobbies:

Long walks, 

travelling



Topics covered
Accessing the company resources by staff. User awareness

User Access 

Review
To be reviewed:

The appropriateness 

of user access to 

company’s systems 

or applications

Risk assessment

Business role:

All users are uniquely 

identifiable and have 

access rights in 

accordance with their 

business role

Vulnerabilities

Protection of 

information systems 

and technology from 

malware (e.g., viruses, 

worms, etc).

User Awareness

Security culture:
Communicate 

malicious software 

awareness and 

enforce prevention 

procedures and 

responsibilities.

Patches:



User access and awareness
We begin with a sample of user accounts and then will review the policies of training and user awareness.

User Access Review and 

their business role
• Spear phishing is a social engineering attack in 

which a perpetrator, disguised as a trusted 

individual (user’s boss, etc), tricks a target user 

into clicking a link in a spoofed email, text 

message or instant message. As a result, the 

target unwittingly reveals sensitive information, 

installs malicious programs (malware) on their 

network or executes the first stage of an 

advanced persistent threat (APT), to name a few 

of the possible consequences.

Users aware of risks such as “spear 

fishing”?

A good security awareness program is a 

great way to inform staff on any kind of 

malicious activity targeting an 

enterprise’s use internet. It is crucial that 

organizations’ staff be wary of common 

fraud schemes, especially those 

targeting them (rather than technical 

components of the infrastructure).

User Awareness Program

• User account management life 

cycle. Users who left the 

company should have their 

accounts disabled or restricted;

• Is access based on “need-to-

know” principle, meaning the user 

has a legitimate reason to access 

some resource and nothing more?

• Review of managing vulnerability 

scans and assessments.

• High level management is to be 

informed when there is reason to 

believe there has been, or imminently 

will be, impact to the confidentiality, 

integrity, and/or availability of 

production systems.

Vulnerabilities and patches



Deliverables, milestones and timeline
Timeline for delivering the reportMail informing finished with 

personnel interviews as well 

as reading and extracting 

relevant info from the 

documentation such as 

internal policies and 

procedures

(two weeks)

Assessment on-site

Mail listing major 

issues found

(one or two days)

Building at 

conclusions based 

on evidence 

analyzed.
An executive summary

plus in-depth 

conclusions and 

appendixes (a few days)

Detailed draft report 

for review

After reviewed by 

responsible persons

Final report

Partial payments upon 

completion of each 

milestone (as listed in 

this slide)

Payments



Fees and payments

Fees:

EUR 35 per hour

Estimation of this review: 3 weeks*

Bonus: 10 hours weekly are free of charge

For large organisations: a cap fee is also possible

*) The duration is different from project to project, i.e. it could be less for smaller projects. 

The figure of duration given is for a medium sized company. 


